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[Ansa yero 3To pyKoOBOACTBO

LindpoBble yrpo3bl npaBam YenoBeka B Poccum n benapycm 6bIcTpo
HapacTatoT, MOCKOJIbKY TbICAYM POCCUSIH U 6€N0PYCOB BbIXOAAT Ha YLl B
3HaK NpoTecTa NPOTUB CBOMX MPABUTENBCTB. TO KPAaTKOE PYKOBO/ACTBO
npeaHa3HaYeHo ANns NpeaoCcTaBAeHMS NPAaKTUYECKUX NNAHOB AENCTBUN NO
uncdpoBoun besonacHocTu. Llenb cOCToUT B TOM, 4TOHbI MOMOYb AKTUBUCTAM U
NPaBo3alMTHNUKAM 3aLLNTUTb Ce6S M NPOAOMHKUTL CBOK PaboTy, a TaKxKe
CO3AaTb YCTONYMBOCTb K KnubepbesonacHOCTM cpegmn rparkaaHCKoro
HaceneHus. No mepe Toro, Kak KOHMAMKT NPOAO/HKAET Pa3BUBATLCS, TAKXKe
N3MEHSIHTCS U LN POBLIE YrPO3bl, C KOTOPbIMU Bbl MOXETE CTONKHYTbLCS, U
Cnyxx6a MNoppepxku no LindpoBoun besonacHocTu Access Now Bcerga
roToBa NOMOYb BaM.
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https://www.accessnow.org/help-ru/?ignorelocale

LlncdpoBas noarotoBKa - 4acTb 1: 3aLLUTUTE CBOU YUYETHbIE 3aNUCK

1.
2.

3.

5.

He penntecb HM C KEM CBOUMM NapPOJISIMA.
Bcerpa o6HOBNAKTE CBOU NPUTOXKEHUS, CUCTEMbBI M NporpaMMHoe obecnevyeHune. CoBeT:
BK/IIOUYMTE aBTOMATUYECKME OOHOB/EHUS.

AkTBNpynTe ABYX(aKTOPHYIO ayTeHTUUKaumnio (2FA) 4Tobbl 3aLMUTUTb CBOM YYETHbBIE

3arnuncu.
Y3Haf/’|Te, KaK BOCCTAaHOBUTb CKOMIMPOMETUPOBAHHbIE NJTN B3/TOMAdHHbIE YHETHbIE 3alNCU!:

e Google e Instagram e Apple
o Twitter e Facebook (CoobwuTb 0

B3/IOMaHHbIX U helK aKKayHTaX)

[fpoBepbTE HACTPOMKN 6e30NacHOCTM Ballen y4eTHOWN 3aNUCK:

e Google e Facebook (Tenepb Bbl MOXeTe o Twitter
e Tiktok 3ab10KkupoBaTb CBON Npodub B e Apple
e Instagram OOMH Wenyok B Poccnn)

Y3HanTe 6onblie: https://digitalfirstaid.org/ru/topics/account-access-issues/
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https://2fa.directory/
https://digitalfirstaid.org/ru/topics/account-access-issues/
https://support.google.com/accounts/answer/46526
https://support.tiktok.com/en/safety-hc/account-and-user-safety/account-safety
https://help.instagram.com/196883487377501/?helpref=hc_fnav
https://www.facebook.com/help/799880743466869/
https://www.facebook.com/help/196419427651178
https://twitter.com/TwitterSafety/status/1496698686780358661
https://support.apple.com/en-us/HT201303
https://support.google.com/accounts/answer/183723
https://help.twitter.com/en/safety-and-security#hacked-account
https://help.instagram.com/368191326593075
https://www.facebook.com/help/105487009541643/?helpref=related_articles
https://www.facebook.com/help/hacked
https://www.facebook.com/help/hacked
https://support.apple.com/en-us/HT204921

LindppoBas noaroTtoBka - 4aCTb 2: 3aLlUTUTE CBOU flaHHbIE

1. CokpaTuTe 06BbEM AaHHbIX, KOTOPbIE Bbl COXPAHSIETE HA CBOMX YCTPOMCTBAX, HACKO/IbKO 3TO
BO3MOXHO, 0COHEeHHO MH(OPMALMIO O KOHTaKTax. imenTe B BMuay, 4To bpaTtb c cobon TenedoH Ha
aKLMI0 PUCKOBAHHO, eCIN ero KOHUCKYHOT.

2. O4nctunTe CBOE NPUCYTCTBME B UHTEPHETE, NPEXAE YEM MATU HA aKLMI0. ITO MOXKET NMOMeLLaTb
TPON/ISIM JOKCMPOBATb Bac.

3. Ecnun Bbl bepete c cobon TenedoH, 06a3aTeNbHO CHaYvana caenanTe 3alWmn@pPoBaHHYO Pe3epBHYHO
KOMUIO.

4, OTKAYMTE CNyxbbl onpegeneHns MeCcTonoIOXeHUs Ha BaleM TenedoHe.

a. 10S: Hactpouku > KoHdburaeHumanbHOCTb > Cnyx6bl feonokaummn - BbIKNOYNTE UK
HaCTPOWTE ero ANs KaXxaoro NPUIOXKeHUsl, eCM BaM HYXXHO MCMOJIb30BaTb «HanTu Mou
iPhone, 4Tobbl yganeHHoO HaUTK nnu oTopmMaTMPOBATbL CBOM TenedoH.

b. Android: HacTtpoinku - leonokaumst > BbIKNOYNTE (MOXKET OTIMYATLCA B 3aBUCUMOCTM OT
Mogenmu).

5. YT106bI yaannTb NCTOPULO MECTONONOXEHUM C KapTbl Google, nponguTe cloga 1 cloaa.

Y3HauTe 6onbue: https://securityinabox.org/ru/guide/physical/
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https://maps.google.com/locationhistory
https://myactivity.google.com/
https://securityinabox.org/ru/guide/physical/

Ludposas nogroroBka — yactb 3: o6e3onacbTe cBoe o6LLeHne

1. YcTaHOBWTE M HAYHUTE NUCNOJb30BaTb CpeAcTBa CKBO3HOro wudgposaHusa (E2E) gna obmeHa
coobueHnaMm co koHTakTamu. Signal 1 Wire no3BonsatoT o6waTbca B YaTe ¢ wndpoBaHmem E2E no
ymonyaHuto. Telegram no3BoASIET MCMONb30BaTh WndpoBaHne E2E B YaTax 0OAMH Ha OANH B peXUMe
CekpeTHoro Yara. BkntounTte ncyesaruwme coobeHumsl.

2. YCTaHOBUTE NPOTOKOJ CBA3M C HAOEXHbIM YE/TOBEKOM, KOTOPbIN HE MONAET C BAMU, U C OPUAUNYECKON
ropsiyen NMHUEn, HanpMMep C NOMOLLbIO CEKPETHOIO Koaa. byabTe roToBbl OTNPABUTL €ro B CPOYHbIX
obcTosaTenbCTBax. Y yCTpoMCTB Samsung ecTb pexum SOS, KOTopbIv NO3BONSET 3TO CAENATb.

3. W3beranTe nogkntoueHms K obwegocTynHbim cetam Wi-Fi (Hanpumep, B 6amsnexawmx otensx uam
Kade), 0COBEHHO K TeM, KOTOpPbIE He 3alLMNLLEHbI HaJEeXHbIM Naponem. ECnu Bbl He NoNb3yeTech

MOBUbHBIM AOCTYNOM B UHTEPHET, BKIOYNTE peXnm noneta. Baw tenedoH Hanbonee 6esonace,
KOrJa OH BbIK/THOYEH.

4, OTKAYMTE pa3bnoKMpoBKy TenedoHa No AnLy/oTneyaTky nanbua. BMecTo aToro ucnonbsymnte
OJIHHBIV Mapofib.

Y3HanTe 6onbuie: https://securityinabox.org/ru/guide/secure-communication/
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https://signal.org/
https://wire.com/
https://telegram.org/?setln=ru
https://telegram.org/faq#:~:text=Open%20the%20profile%20of%20the,be%20available%20on%20that%20device.
https://www.samsung.com/nz/support/mobile-devices/samsung-sos-smart-phone-emergency-message-guide/
https://securityinabox.org/ru/guide/secure-communication/

B cnyyae oTK/NI04MeHUS UHTEePHeTa WU LleH3Yypbl - 4acTb 1

BO3MOXHOCTM NOAKHOYEHNS U UHTEPHET-TPAaUK MOTYT pa3inyaTbCsl B 3aBUCMMOCTU OT
MHTepHeT-NpoBangepa (ISP). Ansa obecnevyenuns cea3v npuobpeturte SIM-KapTbl
HECKOJIbKMUX onepaTopoB, Takux kak MTC, bunanH, Tene2 u MeracgoH B Poccun n Al,
MTC wu life:) B Benapycu, Ha cnyyaun, ecnn KapTa OgHOro onepatopa He paboTaer.

B cnyyae 610KMPOBKN MU LLEH3YPbl OHTANH-KOHTEHTA M KOMMYHUKALMW MOTYT MOMOYb
TaKNe NHCTPYMEHTbI, KaK BUPTYyanbHble YacTHble ceTn (VPN). Ha cnegytowmx cTtpanmyax
Bbl HAVAeTe NoapobHY MHMDOPMaLNO 0 HEKOTOPbIX becnnaTtHbix VPN n

eébpaysepe Tor, BK/I0OYaa opuumanbHble KaHanbl 45 UX 3arpy3Ku.

Y3HanTe nobonblle 0 HUX NEPENAS HA CNEAYOLWYIO CTPAHULY >

&M accessnow



BECTJIATHBIE M TPOCTBIE B CMOJIb30BAHUM VPN oy EHOSEHIAR

TUNNELB AIRVP K
BbICTPbIN 1M NPOCTOM B MCNONb30BAHUM VPN KoTopbIl no3BonseT .
VPN, nOMOratLnin CKpbITbCS OT XaKepoB NpuBaTHbIN 6pay3nHr 6e3 VPN ocHoBaHHbIN Ha base

OpenVPN cuctembl

N CIIEXKN ermcrpauni
[AOCTYMEH HA w AOCTYMNEH HA

D - Android 8.0 and up D - Android 5.0 and up D - Android

> i0S 12.0 and up >i0S 12 and up > i0S
- Windows 7 and up >Windows 7 and up
m - mac0S 10.14 and up m - Windows 7 and up m > macO0S 10.15 and up
> Linux (Ubuntu 18.04+, > Mac0S 10.10 & up - Linux (Ubuntu, Debian)
Debian 10+, Fedora 33+) - Chrome OS
3ArPY3UTb " 3ATPY3NUTb U 3ATPY3UTb U
NCMNOJIb3OBATb NCMNOJ/Ib3OBATb NCMNOJ/Ib3OBATb
https://mullvad.net/en/download/ download-devices https://airvpn.org/download/
Takxe 4OCTYrneH B BUAE pacllnpeHns Takxke 4OCTYNeEH B BUAE paCllnpeHNA
pns 6paysepa pnsi 6paysepos
FIREFOX CHROME | FIREFOX | OPERA

#KeepltO% https://www.accessnow.org/keepiton/


https://airvpn.org/download/
https://mullvad.net/en/download/

BECNJ/IATHbIE U NPOCTbLIE B UCIMOJ/Ib3OBAHUU VPN U

OBHOBJ/IEHO: 1 MAP 2022
UHCTPYMEHT BPAY3UHTA

“nATHO

PSIPHON LANTERN PROTONVPN

0O6s13aTeNbHbIV UHCTPYMEHT A1 BbICTPbIN, HAZEXHbIV N 6€30NaCHbIN BbicokockopocTHoM VPN, KOTOPbIN 33 MT.I/II-TSCI626$|BOI$3€‘)1A(’K3 E ReH3 bl
obxopga LeH3ypbl AOCTYMN B OTKPbITbIN MHTEPHET 3alMLLaeT Bawy NpuUBaTHOCTb tH HEH3yP
AOCTYNEH HA OOCTYNEH HA AOCTYNEH HA AOCTYNEH HA

D - Android 4.0 and up D - Android 4.4 and up D - Android 5.0 and up D > Android
- i0S 10.2 and up >i0S 12.1 and up >i0S 11.0 and up
- Windows >Windows (XP/SP/3) » . .

[  (xpista/7/8/10) [] macosiioandup 0 j‘c’,"g';'(dm’"s 0 2 m'lg‘;""s
- mac0S 11.0 and up (with M1 chip) > Linux 5 Linux
(with M1 chip) > Linux Ubuntu
3ArPy3nTtb n 3ArPy3nTtb n 3ArPy3nTtb n 3ArpPy3nTtb n
NCMNOJ/Ib3OBATb NCMNOJ/Ib3OBATb NCMNOJIb3OBATb NCMNOJ/1Ib3OBATb

https://psiphon.ca/download https://getlantern.org/ https://protonvpn.com/ ST w(}l(\;vv\\l'.rticl);gat;ject.org/
html download

N
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https://getlantern.org/
https://www.torproject.org/download/
https://www.torproject.org/download/
https://psiphon.ca/download.html
https://psiphon.ca/download.html
https://protonvpn.com/download
https://protonvpn.com/download

’
| /| BaXxHble npumeyaHus

VPN MoXxeT noMmoyb BamM 0601TK BIOKMPOBKY BED-CanToOB M OHNanH-naTtdopmM,
BKI1H04aA TaKne CepBUCHI KakK colmanbHble CETU U MPUNOXEHU Ana obMeHa MrHOBEHHbIMM
coobueHnsmun. 3arpyaunte Heckornibko VPN 3apaHee, ecnm eCTb PUCK OTKITHOYEHUS
NHTEPHeTA.

He Bce VPN cepBucbl MOryT rapaHTUpoBaTh Bally KOHUAEHUMANbHOCTL U NPEeasIOXNTb
ornpeneneHHbin ypoBeHb 3awnTel. Beibupas VPN-nposangepa, npeanodyntante
MHCTPYMEHTbI C OTKPbITbIM UCXOAHBLIM KOAOM M NpO3payHble OTHOCUTENBHO TOro, Kak OHU
3alymuatloT Bawm gaHHble. Bl Takke gomkHbel yoeantecs, 4To VPN-nposangep nybnmyHo
OTUYMTBLIBAETCS O Npoueccax KornsnermanbHOM NpoBeEpPKM cBoen 6€30MacHOCTU U YTO UX
6e30nacHOCTb OLlEHMBAETCA HE3aBUCUMbIMKW ayauTopamu. [1pouyTtnte 3TO PyKOBOACTBO
(aHrMMUCKUU | pYCCKKUN) OT EFF, 4TOGLI onpenenuTb, kakne VPN nogonayT Bam nydile
BCEro B KOHKPETHOM Crly4ae.

[ToMHUTE: BalWl MHTEPHET-NpPOBanaep unu gpyrue nogn B Bawlen cetu MOryT ckasarb,

ncnonbayete nm Bbl VPN nnu Tor. B HEKOTOPbLIX CTpaHax UCnosib30BaHNE UHCTPYMEHTOB
obxoaa ueH3ypbl 1 VPN sBnseTca He3akOHHbIM Ui orpaHndmneaeTtcs. ObsasaTenbHO

yUYnTbiBanTE MoOble 1pUaNYECKNE PUCKU U PUCKK AN BalLeW NUYHOU 6e3onacHoCTH,

N

KOTOPbIE MOTYT BO3HUKHYTb B pe3yrbrate UCMob30BaHUS TakuX UHCTPYMEHTOB. #KeepItOn


https://ssd.eff.org/en/module/choosing-vpn-thats-right-you
https://ssd.eff.org/ru/module/%D0%B2%D1%8B%D0%B1%D0%BE%D1%80-%D0%BF%D0%BE%D0%B4%D1%85%D0%BE%D0%B4%D1%8F%D1%89%D0%B5%D0%B9-%D0%B2%D0%B0%D0%BC-%D0%B2%D0%B8%D1%80%D1%82%D1%83%D0%B0%D0%BB%D1%8C%D0%BD%D0%BE%D0%B9-%D1%87%D0%B0%D1%81%D1%82%D0%BD%D0%BE%D0%B9-%D1%81%D0%B5%D1%82%D0%B8-vpn

TecTupoBaHMe NPOUCXOOALLMX OTKNIOYEHUN NHTEePHeTa

Korga Bbl TepaeTe MHTEPHET-COeANHEHNE UNU HE MOXKETE MOSTyYnTb OOCTYM K
onpeaeneHHsIM Beb-canTam, cepsmcam Unu NpUNoXeHnsIM, KpamHe CnoXxHo
onpeaennTb, Kakme TEXHUYECKUE MPUYNHBI CTOAT 3a aTUMK nepeboamun. OgHako
bnarogapsi BCEMMPHOMY COODLLECTBY MHTEPHET-U3MEPEHUI Y Bac €CTb
NHCTPYMEHTHLI N AaHHbIE ONA N3YYeHUNs TEXHUYECKUX aeTarneun. Bol MmoxeTe
N3MEPUTb CBOE NHTEPHET-COEANHEHME, ncnonbays npunoxeHmne OONI Probe,
KOTOPOE NO3BOSIAET BaM NPOU3BOANTb TECTbI N cObUpaTb AOKa3aTeNnbLCTBa
pasnn4yHbIX doopm cboeB B paboTe ceTu.

Lasainte B3rnsgHem Ha OONI Probe app Hanpumep —

&M accessnow


https://ooni.org/

TECTUPYW CBOE MHTEPHET-COEANHEHUE C

OBHOBJ/IEHO: ®EB 2022
OONI

| 1 |
ﬂ NMPUMEYAHUSA

1. [AnsanpoBepgeHus tectoB OONI Probe Heo6xogumo oTKNOUUTD
VPN.
2. MMpoBepeHUe TeCTOB MOXET GbITb pPUCKOBAHHBIM. JTI060M1, KTO
OONI OTC/IeXKMBAET Bally aKTUBHOCTb B UHTepHeTe (Hanpumep,
MHTEepHeT-NpoBaigep, NpaBUTENbCTBO, Ball paboTogaTtenb),
MOXXeT YBUfeTb, 4TO Bbl ucnonb3yete OONI Probe u Tot
nepeyeHb Be6-caliTOB, KOTOPbIe Bbl NbITa/INCb NOCETUTD.
TecTbl UICNONB3YIOT Mera6anTbl faHHbIX.

MHCTpYMEHT ans npoBepkn 610KNPOBKM BEO-CaNTOB,
NPUIOXEHN counanbHbix Megma n VPN cepBuncos 3.

OONI PROBE AOCTYINEHHA M Mbl PEKOMEHAYEM

Android . . ) 1. Y3HauTe 6o/blue 0 BO3MOXHbIX PUCKaX Nepef yCTaHOBKOM
D &i0S https://ooni.org/install/mobile OONI Probe.
2. 3akpoiiTe Bce cBou 6pay3epbl, Apyrue npuioXKeHUs n
oTknuute VPN cepBuchbl Nnepep NnpoBegeHneM TeCToB.
; VmVIanchoS‘,Nf.,inux https://ooni.org/install/desktop 3. MU36eranTe Cnosb30BaHUA AOMallIHero unu pabouero Wi-Fi.
’ MomHuUTe 06 ncnonb3oBaHUSA MerabaToB faHHbIX, 0CO6EHHO
' Korpa Bbl pacxoayeTe MO6UIbHbIN TpaduK.

OTKPOW CCbINIKY HMXE B MPUSTIOXKEHUMU, YTOObI MPOBEPUTH Bonblie nHopmaunn, BKIOYas onMcaHme BO3MOXHbIX
6OKMPOBKY COLMAbHBIN CeTeN PUCKOB, LM Ha

https://accessnow.org/ooni-test-social https://ooni.org/


https://ooni.org/about/risks/

Y3HauTe 60sbLUe 0 pa3/InyYHbIX TUNAX c60eB B paboTe ceTu u
BO3MOXXHbIX CM0C06ax nx ycrpaHeHus

Bbl MOXeTe nsbexartb onpegeneHHbIX TUMoB C60eB B CETU C MOMOLLbH FOTOBbIX
MHCTPYMEHTOB, TaKMX KaK bpay3ep Tor, BupTyasnbHble YacTHble ceTu (VPN) n npokcn,
ncrnonb3youwme wndposaHune. Cnegyowas Tabanua NoOMoXKeT BaM MOHATb, C KAKUM TUTOM
OTK/IIOYEHMS Bbl MOXETE CTOJIKHYTbCS M KaKmne MeTobl MOMOIryT BaM OCTaBaTbCsl Ha CBSA3M.

[aBanTte B3rngHem nogpobHee —

&M accessnow



NMpusHaku

Bo3MO)XHbIM TUN c6085 B paboTe
ceTu

B0o3MO)XHble Cnocobbl cMAryeHus

nocnepcTeumn

Bce Beb-canThbl cpasy
CTAHOBATCA HEAOCTYMHbIMMU.
HeT nogkno4vyeHns K
NHTEPHETY.

NMosiHOe OTKNIIDYEeHUe: OTK/II0YEHMe,
BbI3BaHHOE KPUTUYECKNUMU
MaHUNyNAUMSIMUN C MHPPACTPYKTYpPOW,
TaKMMU KaK OTKJTFOYEHME INEKTPOCETN,
BbILLEK COTOBOW CBA3U UK
npeKpaweHue ycnyr WmpoKonosioCHOro
NHTepHeTa

Ecnn BO3MOXHO, npnobpeTtuTte SIM Kapty
COCEAHMX CTPaH C yCcnyramm poyMmuHra.
3apybexxHas TeNneKOMMYHUKaLMOHHas
MHQpPaCTPYKTYpa NPOAOIXKMT paboTaThb U,
CKopee Bcero, bygeT AoCcTynHa 1 Bam. YTobbl
CBSI3aTbCsl C 1OAbMU NOBIN30CTU, Bbl MOXKETE
YCTaHOBUTb NPUIOXKEHNS A1 CO30AHUS
fayeuncton Mesh-cetu gna wunudposaHHOMU
nepegayvun paHHbIX TakMe Kak Briar (Tonbko
pnsa Android) n Bridgefy, nnm MHCTpyMeHTbI Kak

goTenna.

Beb-canTbl M NPUIOKEHUS
CTaHOBATCS MeAUTENbHbIMY
M Heyaob6HbIMU B
MCMOJIb30BaHNU. 3arpy3Ku u
/ VIN CKaYnBaHUS 3aHUMAIOT
HaMHOro 60/blle BpeEMEHMU,
4yeM 06bIYHO.

N3MeHeHMe NPOoNyCKHOM CMNOCO6HOCTH
CeTu (gpoccennpoBaHmue): HAaMeEpPEHHOE
CHUXXEHWE CKOPOCTU MHTEPHETA, YTO
3aTPYOHSIET MW Ae/1laeT HEBO3MOXHbIM
3arpysKy UaM cKaymBaHue nHdopmMaymm
NoNb30BaTeNAMM

ECTb HECKOJIbKO CNOCOBO0B OCYLWECTBUTD
APOCCENNPOBAHNE CETU, N CMATYUTD
nocnencTBMs HEKOTOPbIX U3 HUX KpanHe
3aTPyAHUTENbHO. [115 Havana Bbl MOXeETe
nonpo6oBaTb ncnonb3oBatb VPN, 4ToObI
OLEHUTb, YAAETCSA N1 0O6ONTM OrpaHNYEHNS
MPOMYCKHOM CMOCOBHOCTM CETH.

N
#KeepItO?l


https://briarproject.org/
https://bridgefy.me/
https://gotenna.com/

MpusHaku

Bo3MO)XHbIX TUN c601 B paboTe
ceTm

Bo3MO)XHble cnocobbl cMAryeHus

nocneacTtBum

Korga Bbl nocellaete Beb-canT, Bbl
nonyyaete coobLleHME O TOM, 4YTO
«coefiuHeHne Hebe3onacHoO» UIu
«DNS-cepBep He oTBeYaeT», Un
BEO-CTpaHULA BbIFNSAUT
HEMNPUBbIYHO, CTPAHHO, UK
paboTaeT HenpaBubHO.

bnokuposka DNS u orpaBneHue
DNS K3wa: HapylieHne paboTbl
MOMCKOBbIX 3aNPOCOB B CUCTEME
AOMeHHbIX UMeH (DNS) Taknm
o6pa3om, 4ToObI NpK BalLeN
NOMNbITKE NOCETUTb Be6-canT, Bbl
HanpaBASNMUCb Ha HENPABWU/IbHbIN

appec

[MonpobynTe ncnonb3oBaTb
HapexHbin VPN. YcTaHOBUTE M
NPOTECTUPYUTE HECKOJIbKO Ha
cnyyan, ecnm ognH UX HUX He
bygeT paboTaTb. Bbl Takxe MOXxeTe
MCNoNb30BaTh NpoBepeHHbi DNS
cepBep C NOMOLbIO CNTYXK6
noaAep)XKu rpaXkaaHcKoro
o6wecTBa. Bbl Takxke MoxeTe
nocetutb IP-appec Beb-canTa.

Beb-canT / npunoxeHune nnm ero
BEPCUSA HEAOCTYMHbI, UV KOHTEHT,
KOTOPbI Bbl BUAUTE, OTINYAETCS OT
TOro, YTO BUAEH NO/Ib30BaTENSAM B
OpYyrux pernoHax. Hanpumep. Bbl
MOXKeTe nocewaTtb ToNbKO HTTP-
aapec Beb-canTa, Ho He HTTPS-
agpec.

CeteBas punbTpayus:
MCMoIb30BaHMeE
«MPOMEXYTOYHbIX SLLMKOB»
(MMan6oKCoB), yCTaHOB/IEHHbIX B
ceTeBOM Tpaduke gns
HapyLeHNs NPOTOKOIOB CBS3MU,
TaKUX KaK 3aLUMLLEHHbIN
NPOTOKO/ Nepeaayun rmnepTeKkcTa
(HTTPS).

HapexHbin VPN gonxeH
cpaboTaTb. Bbl Takxe MOXeTe
nonpo6oBaTb NEPEKTOYNTHCS HA
ApYyroro npoBangepa UHTepHeT-
YyCAyr, Hanpumep, UCNosib30BaTh
LUIMPOKOMONOCHbIN MHTEPHET
BMECTO MOH6U/IbHOTO.

N
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MpusHaku

Bo3MOXXHbI TUN 605 B paboTe
ceTu

B0o3MO)XHble cnocobbl cmaryeHus

nocnepcTBun

OTaenbHble pyHKUMN/pa3gensl
onpeaesieHHbIX MPUNOXEHUN,
Cny6 nnmn Be6-canToB He
paboTatoT UM HEe[OCTYMHbI
(HanpuMep, Bbl MOXeETe CO3aaTb
HOBY YYETHYH 3aMnNCb, HO He
MOXeTe BOUTU B Hee), B TO
BPEMS KaK BCe gpyrue
MPUNOXEHUS NN CNYXObI
(PYHKUMOHNPYIOT HOPMAbHO.

Fny6okas npoBepKa NakeTos
(DPI): aHan13 gaHHbIX UHTEPHET-
TpaduKa, NpoxogaLmnx Yepes
KOHTPO/IbHYIO TOYKY U
MCMONb30BaHME NOSTYYEHHOMN
MHOopMaUNM AN NPUHATUS
peweHns 0 61OKMpPOBKe
NPOXOXAEHNS OnpeaeneHHbIX
BMAOB AaHHbIX.

Ecnny Bac ecTb NnpeacTaBneHne o
TOM, YTO UMEHHO SAB/ISIETCS LENbio
LLEH3YpPbl, Bbl MOXETE BOCCTAHOBUTb
coeguHeHne. Bo3amMoXHble crnocobbl
CMATYEeHMs NOCNeACTBUIN BKIOYAIOT
B ce651 UCMONb30BaHNE HAAEKHOTO
VPN, HCTpyMeHTOB 06xoa
LLleH3Yypbl, TaKnX Kak Tor 6paysep,
NN NePEKTOYEHNE Ha APYroro
npoBanaepa MHTEPHET-YCAYT.

Beb6-canTt unm npunoxeHue,
KOTOPOE Bbl MbITAaeTeCh
Mcnonb3oBaTh, paboTaer
MeAJIEHHO UK He OTBeYaerT.
NHorga oHM HaYMHaKT
paboTaTb, HO NOTOM CHOBA He
OTBeYaloT, CTaHOBACH Bce boee
MeANTENbHbIMU.

OTKas 06cny)XxuBaHus:
nepenosiHeHne Beb-cepBepa nu
CBA3aHHOM cucTeMbl Beb-canTa
AW NPUNOXEHNS TaKUM
KONMYEeCTBOM 3aMnpoCoOB, YTO OHU
3aBuUCaloT Unn aatoTt cbon.

[MonpobynTe NoNy4YnThb AOCTYN K
cepBuCY Unu Beb-canTy u3 gpyrou
CTpaHbl, ucnosib3ys VPN . Bbl Takxe
MOXeTe nonpoboBaTb NoceTuThb IP-
apgpec Beb-canTa nnm cepeuca
BMECTO UX AJOMEHHbIX UMEH.
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MonyunTe nomoLLb 1 pecypchbl

Cnyxx6a Noagaepxxku no Llndposou besonacHocTu Access Now npefocTaBasieT TEXHUYECKYHO
noaaepXKy 24/7 ypHanuctam, rpakgaHCKoOMy OWeCTBY, U NPaBO3aWUTHUKAM Ha AeBSATU
13bIKaX, BKOYas PYCCKMN N aHITUUCKUMN.

Cyber Beaver npegoctaBnsieT KOHCYNbTaLMM No UMdpoBon 6e30nacHOCTU Ha 6ENOPYCCKOM,
PYCCKOM M aHTIJTMACKOM.

Camo3sawuTa ot Cnexxku (aHrnunckui | pycckmin) ot EFF npegoctaBnseT LeNoCTHbIM NnaH
3alWMTbl U MePbI AN OTAENbHbIX UL, MO peanusaummn naaxa.

PykoBogctBa WITNESS no fOKYMEHTMPOBAHMNIO KPUTUYECKNX COObITMI: [JOKYMEHTUPOBAHMUE BO
BpeMs OTK/Ilo4YeHun MIHTepHeTa (aHrnuiickuit | pycckunin) u CbeMkKa NpoTecToB U
3/10ynoTpe6aeHnU CO CTOPOHbBI NOAULUN.

OBA-UHdo 1 Anonorusa B Poccun n Probono.by, Probono.help (B oTHOWeHWN YKpauHbl),
Avocado.help v Legal Hub B Benapycu (goctynHbl 4epe3 VPN) npegocTaBnstoT 6ecnnaTHblie
tOPUANYECKNE CNPABOYHUKN, FOPSYNE TMHUN N 3aWMTY B CyAe.
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https://www.accessnow.org/help-ru/
https://t.me/CyberBeaverBot
https://ssd.eff.org/en
https://ssd.eff.org/ru
https://blog.witness.org/2020/02/documenting-during-internet-shutdowns/
https://library.witness.org/product/%D0%B4%D0%BE%D0%BA%D1%83%D0%BC%D0%B5%D0%BD%D1%82%D0%B8%D1%80%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B5-%D0%BF%D1%80%D0%B8-%D0%BE%D1%82%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%BD%D0%B8%D0%B8-%D0%B8%D0%BD%D1%82/
https://www.witness.org/portfolio_page/filming-protests-and-police-abuse/
https://www.witness.org/portfolio_page/filming-protests-and-police-abuse/
https://ovdinfo.taplink.ws/
http://t.me/ApologiaHelp
https://probono.by/
https://t.me/tut_pomogut_bot
https://avocado.help/
https://legalhub.help/

